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THUITIOBBIE TPEBOBAHMNA
ITIO0 OPTAHU3AIIVUN 11 OBECIITEYEHNIO ®YHKIIMOHNPOBAHUA
INMNPPOBAJIBHBIX (KPUIITOI'PA®NYECKUX) CPEJACTB, ITIPE/THASHAYEHHDBIX
JIJIA BAIIIATHL THPOPMAIINU, HE CO/IEPKAIIEN CBE/IEHUI, COCTABJIAIOIINX
TOCYJIAPCTBEHHYIO TAITHY, B CJIVUAE UX UCITOJIb3OBAHUA JIIA
OBECITEYEHMUMA BE3OITACHOCTHA ITEPCOHAJIbHBIX TIAHHBIX ITPH X
OBPABOTKE B MTHO®OPMAIIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX TAHHDBIX

1. O0111MEe TOJIOKEHU I

1.1. Hacrosimue TpeboBaHWSA OIpENENSIOT MOPSAOK OpraHu3anmuu U obecrieueHus
pyHKIIMOHUPOBaHUA MU(PPOBATIBHBIX (KPUNITOTPAQUIECKHX) CPECTB, IIPeIHA3HAUEHHBIX JIJIS 3aII[UThI
nHOpMAIUK, HEe COJIeprKalllell CBeJeHWH, COCTABJIAIIINX TOCYAapCTBEHHYIO TaWHy (manee -
KPHUIITOCPEJICTBO), B CJIyyae WX HKCIIOJIb30BaHUS JJIs1 obOecrieueHUs Oe30MacCHOCTH IePCOHAIbHBIX
JIAHHBIX TP HUX 00paboTke B WH(OPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX JaHHBIX (aymee -
MHOOPMAIIOHHASA CUCTEMA).

1.2. Hacrosmue TpeboBaHusa pa3paboTaHbl BO UCIIOJTHEHHE:

- ®enepasibHOTO 3aK0HA "O MEPCOHATBHBIX JJAHHBIX'' OT 27 HI0JIsI 2006 T. N2 152-®3 (CraTbs 19);

- IMonoxxenus o6 obecrieueHNN OE30MACHOCTU IMEPCOHAIBHBIX JAHHBIX IPHU MX 00paboTKe B
WH(POPMAITMOHHBIX  CHCTEMax IIePCOHAIBHBIX JAHHBIX, YTBEp:KAeHHOTOo IlocTaHOBJIEHHEM
[TpaButenberBa PO ot 17 HOs0ps 2007 1. N@ 781 (nasee - [TomokeHue);

- I[Tonoxenus o ®enepanbHOl cayk0e O6e3omacHocT Poccuiickoit @eneparuu, yTBEPKIAEHHOTO
Ykazowm IIpesunenTta Poccuiickoit @esiepariuu ot 11 aBrycra 2003 . N2 960.

1.3. Hacrosmue TpeboBanus:

- SIBJIIIOTCA 00513aTeJIbHBIMH JIJIsI OIepaTopa, OCYIIECTBJIAIONIET0 0OPabOTKYy IEPCOHATbHBIX
JJAaHHBIX, a TaK)Ke JIMIa, KOTOPOMY Ha OCHOBAaHHWH JIOTOBOpa OIEpaTop Iopy4daeT oOpabOTKy
MIepCOHAJIBHBIX JIAaHHBIX, W (WJIH) JIMIa, KOTOPOMY Ha OCHOBAaHHHU JIOTOBOpA OIEPATOp IOpydaeT
OKazaHWUe YCJIYT 110 OPraHU3aIuy U obecrieueHn o0 6€30IaCHOCTH 3aIUThHI MIEPCOHAIBHBIX JAHHBIX MIPH
ux ob6paboTke B WH(POPMAIIMOHHOW CHCTEME C UCIOJIb30BAaHHEM KpHUNTOCpenAcTB. I[Ipu sTOM
CYIIIECTBEHHBIM YCJIOBHUEM JIOTOBOpA SfBJIAETCS OOS3aHHOCTH YIOJHOMOYEHHOTO JIUIA O0EeCHevYuTh
KOH(UIEHITNAJIPHOCTh ITE€PCOHAJIBHBIX JIAHHBIX U 0€30IaCHOCTh IEPCOHAIBHBIX JAHHBIX IIPU HUX
obpaboTke B WHPOPMAIMOHHON CHCTEME B CJIydasX, HPEAYCMOTPEHHBIX JIEUCTBYIOIUM
3aKOHO/IATEJIbCTBOM;

- pacmpoCTpaHSITCA Ha KPHUIITOCPEACTBA, MpeAHA3HAUEHHbIE I obecriedeHus Oe30MMacHOCTH
IEPCOHAJIBHBIX JAHHBIX MPU UX 00pab0oTKe B MH(POPMAIMOHHBIX CUCTEMAaX MEPCOHABHBIX IAHHBIX, BCE
TeXHUYECKHE CPeICTBA KOTOPBIX HAXOAATCS B mpenesiax Poccuiickoit ®eneparyu, a Takyke B CHCTEMAX,
TeXHUYECKHE CPEeACTBA KOTOPHIX YACTHYHO WJIM IEJIMKOM HaXOJSTCA 3a IpeneiaMu PoccuiicKoin
Oenepanuuy;

- He OTMEHSIT TpeOOBAHUSA WHBIX JIOKYMEHTOB, PErJIAMEHTHDPYIOIIUX MOPSIOK OOpaIieHus co
cay:xkebHOM  mHopManuell OTpaHMYEHHOTO  pacmpocTpaHeHUs B dellepajJibHbIX  OpraHax
HCIIOJTHUTETLHOU BJIACTH.

OnepaTop ¢ Yy4YeToM OCOOEHHOCTEH CBOeW JeATEeJIbHOCTH MOKET pas3pabaThIBaTh He
MIPOTUBOpPEeYaIe HacTOAIUM TpeOoBaHUAM METOIMYECKHE PEKOMEH IAITUH T10 UX IIPUMEHEHUIO.

Hcnonbp3yeMble s Iejiell HacToAmUX TpeOoBaHUII TEPMHUHBI W OIPEJieJIEHUST IIPUBEJIEHBI B
ITpunoxenuu 1.

2. OpraHuzanus u obeciieueHre 6e30macHOCTH 00pabOTKU
C UCIIOJIb30BaHUEM HMTH(PPOBAIBHBIX (KPUNTOIPAUIECKUX)
CPEJICTB ITePCOHATBHBIX JAHHBIX

2.1. besomacHocTb O6p&60TKI/I IIEPCOHAJIBHBIX JAaHHBIX C HCIOJIb30BAHUEM KPHUIITOCPEACTB
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OPTaHU3YIOT U 00ECIIeYHUBAIOT OTIEPATOPHI, a TAKIKE JIUIIA, KOTOPHIM Ha OCHOBAHUH JIOTOBOPa OIIEPATOP
mopy4yaer o0OpabOTKy IepCOHAJIbHBIX JAHHBIX, W (WJIM) JIMIA, KOTOPHIM HAa OCHOBAaHHUH JOTOBOpPA
oIepaTop IOpydYaeT OKa3aHHe YCJIyT IO OpraHU3aIluh U obeclieueHHI0 6e30macHOCTH 0OpabOTKU B
MHOOPMAITMOHHOU CHUCTEME TIEPCOHATBHBIX JIAHHBIX C UCII0JIb30BAHUEM KPHUIITOCPE/ICTB.

ObecrieueHne 6€30MMACHOCTH MIEPCOHAIBHBIX JAHHBIX C UCIIOJIb30BAHUEM KPUIITOCPEICTB IOJI?KHO
OCYIIIECTBJIATHCSA B COOTBETCTBUH C:

1) ITpukazom ®CB Poccum ot 9 deBpasss 2005 r. N2 66 "O6 yrBepxkaeHun IlosioxkeHUs O
pa3paboTKe, ITPOU3BOJICTBE, pPeJM3AUN W SKCIUIyaTallud ITUMPOBAIBHBIX (KpUMTOrpadUIECKIX)
cpencts 3amuThl nHGopMmaruu (ITonoxkenue ITK3-2005)";

2) IlocranoByienuem IIpaButenbcrBa P® oT 29 mekabps 2007 r. N2 957 "OO6 yTBep:KIaeHUU
TIOJIO’KEHUH O JIMIEH3UPOBAHUU OT/IEJIbHBIX BUJIOB JEATEHLHOCTU, CBSA3AHHBIX C IMHUMPOBATBHBIMU
(kpunTorpadguueckuMm) CpeCcTBaAMU '

3) MeroguueckuMH pEKOMEHAAIUSAMH II0 O00ecleYeHUI0 C IIOMOINBI0 KPHUIITOCPEJICTB
0e30MMacHOCTH IepCOHAJBbHBIX JAaHHBIX TPH UX 00paboTke B HWHQPOPMAIIMOHHBIX CHCTEMAX
IepCOHAJIBHBIX JIAHHBIX C HCIIOJIb30BaHUEM cpeAcTB aBroMarmzanuu (N 149/54-144, 2008, ®Cbh
Poccun);

4) Hacrosimumu TpeboBaHUSAMH.

2.2. OmepaTopbl HECYT OTBETCTBEHHOCTb 3a COOTBETCTBHE ITPOBOJAMMBIX UMHU MEDOIPUSITHH II0
opraHmszanuu u obecnedeHU0 0e30macHOCTH OOpPabOTKH € HCIIOJIb30BAHUEM KPUIITOCPE/CTB
MEPCOHAJIBHBIX JIAHHBIX JIMIIEH3WOHHBIM TpeOOBAaHUSAM ¥ YCJIOBHAM, SKCIUIyaTallUOHHON |
TEXHUYECKOU JJOKYMEHTAIINU K KPUIITOCPEACTBAM, a TAK)KE HACTOAIIUM TpeOoBaHUIM.

[Ipu 5TOM OmepaTophl AOJKHBI 00ecIedBaTh KOMIIEKCHOCTD 3aIIUTHI IIEPCOHATBHBIX JIAHHBIX, B
TOM YHCJIE TIOCPEICTBOM IMPUMEHEHUST HEKPUIITOTPADUUECKUX CPE/ICTB 3aIUTHI.

2.3. Ilpm paspaboTke u peanu3anud MEPONPUATHA II0 OpPTraHU3AUUH U 00ecrIeYeHHuIo
0e30T1aCHOCTH IIEPCOHAIBHBIX JAHHBIX MIPU X 00paboTKke B MHGOPMAITMOHHON CHCTEME OIIEPaTOp WJIN
YIIOJTHOMOUYEHHOE OIIEPATOPOM JIUIIO OCYIIEeCTBIISIET:

- pa3paboTKy /A Kakaou WH(POPMAIMOHHON CHCTEMBI MTEPCOHABHBIX JAHHBIX MOJIEJIH YyTPO3
6e301acHOCTY MEPCOHATBHBIX JJAHHBIX IIPU X 00pabOTKe;

- pa3pabOTKy Ha OCHOBE MOJIEJII YTPO3 CHCTEMBI 0OE30TMaCHOCTU IEPCOHAIBHBIX JIAHHBIX,
obecIieunBaIOIed HEUTPATU3AINIO BCEX TIEPEUNCIEHHBIX B MOJIEU YTPO3;

- olIpejieJieHre HeOOXOIMMOCTH HCII0JIb30BaHUS KPUIITOCPEJICTB /Il oOecrieueHrsi 6e30IMacHOCTH
MEPCOHAIbHBIX JIAHHBIX M, B CJIy4ae ITOJIOXKUTEJILHOTO PeIleHUsi, OINpe/ieieHrhe Ha OCHOBE MOJIENTH
yTPO3 MU UCIIOJIb30BAaHUSA KPUIITOCPE/ICTB /IS 3alIUTHI IEPCOHAIBHBIX JJAHHBIX OT HEITPABOMEPHOTO
WIN CIy4alHOTO JOCTylla K HHUM, YHUUYTOXKEHUS, W3MeHEeHHs, OJIOKUPOBAHWA, KOIMPOBAHUSI,
pacmpocTpaHeHHsl TMEPCOHAJNbHBIX JAaHHBIX W (WIM) WHBIX HEMPaBOMEPHBIX JEeUCTBUH TIPU WX
0oOpaboTKe;

- YCTAaHOBKY ¥ BBOJ| B JKCIUIyaTallMI0 KPUIITOCPEJCTB B COOTBETCTBUHU C HKCILTyaTAIMOHHOW U
TEXHUYECKOU IOKyMeHTaIluel K STUM CPeJICTBaM;

- TPOBEPKY TOTOBHOCTH KPUIITOCPEACTB K HCIIOJIb30BAaHHUIO C COCTABJIEHUEM 3aKJIIOUEHUH O
BO3MOJKHOCTH UX SKCILTyaTaIluu;

- o0yueHue JIUII, UCIIOIB3YIOIIUX KPUIITOCPE/ICTBA, paboTe C HUMH;

- TO3K3EMIUIAPHBIA yUET HCIOJIb3yeMbIX KPUIITOCPEJICTB, SKCIUIyaTallMOHHOW W TEXHHUYECKOU
JIOKYMEHTAIIUU K HUM, HOCUTEJIEH ITePCOHAIbHBIX IAHHBIX;

- YUeT JIUII, IOMYIIEHHBIX K paboTe ¢ KpUIITOCPE/ICTBAaMH, IpeTHa3HAUYEHHBIMU JIJIs1 00ecTieYeHu s
0e30TIaCHOCTH MTEPCOHAIbHBIX IAHHBIX B MH(POPMAIIMOHHOU cucTeMe (I10JIb30BaTeIN KPUIITOCPE/ICTB);

- KOHTpOJIb 3a COOJIIOZIGHHEM YCJIOBHUU HCIIOJIb30BAaHUsS KPUITOCPEJICTB, IIPEIyCMOTPEHHBIX
SKCIUIyaTallHOHHOM B TEXHUYECKOHN JOKYMEHTAIINEN K HUM;

- pa3buUpaTesbCTBO U COCTaBJIEHUE 3aKJIIOUEHHN 1O (akTaM HapPYIIEHUS YCJIOBUUA XpaHEHUS
HOCUTeJIEHl TEePCOHAIBHBIX JAHHBIX, HCIIOJIb30BAaHUSA KPUITOCPEJCTB, KOTOPbIEe MOTYT IPHUBECTH K
HapyIIeHUI0 KOH(UIEHITMATbHOCTH IEPCOHAIBHBIX JAHHBIX WU APYTUM HapyIIEHUSAM, IPUBOIAIAM
K CHIDKEHUIO YPOBHS B3alllUINEHHOCTH INEPCOHAJBHBIX JAaHHBIX, Pa3pabOTKy W HPUHATHE Mep II0
MPEIOTBPAIEeHHUI0 BO3MOKHBIX OITACHBIX ITOCIEACTBUI TOA00HBIX HAPYIIIEHUI;

- OIIMCAaHUEe OPTAaHU3AIMOHHBIX U TEXHHYECKUX MEP, KOTOPbIE OIIEPATOP 00SA3YETCA OCYIIECTBIIATH
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pu obecrieueHUH 6€30I1aCHOCTU IEPCOHATBHBIX JIAHHBIX C MCIOJIb30BaHUEM KPHUIITOCPEACTB IPU UX
06paboTke B ”HOOPMAIIMOHHBIX CHCTEMAX, C YKA3aHUEM B UaCTHOCTH:

a) WHJAEKCa, YCJIOBHOTO HAWMEHOBAaHUA U PETUCTPAIMOHHBIX HOMEDPOB WCIOJIb3YEMBIX
KPHUIITOCDPE/ICTB;

6) COOTBETCTBUA pa3MeIleHUs U MOHTa)Ka ammaparypbl U 000pyZI0OBaHUsA, BXOJAIIETO B COCTAaB
KPUIOTOCPEJICTB, TpeOOBAaHUAM HOPMATUBHOM  JIOKYMEHTAlMM W IMpPaBWJIaM  IIOJIb30BAHUA
KPHUITOCPEJICTBAMU;

B) COOTBETCTBUS IOMEIIEHUH, B KOTOPOM pa3MeIleHbl KPUIITOCPEACTBA U XPAHUTCS KIIIOUEBAsI
JIOKYMEHTAIVs K HUM, HACTOSAIINM TpeboBaHUSAM C OIMCAHHEM OCHOBHBIX CPEJICTB 3alIUTHI;

r) BbIOJHeHUsA TpeOOBaHWM K MaTepUATBHBIM HOCUTEISIM OHOMETPHUYECKUX IEPCOHATBHBIX
JAHHBIX U TEXHOJIOTHSIM XPAaHEHHsS TaKUX JIAHHBIX BHE WH(MOPMAIMOHHBIX CHCTEM IE€PCOHATBHBIX
JQHHBIX.

Omnmcanue IPUHATHIX MeP J0JKHO OBITh BKIIOUEHO B YBEAOMJIEHHE, IIPEyCMOTPEHHOE YaCThIO 1
craThu 22 ®enepanbHOro 3aKkoHa "O IEPCOHATBHBIX TaHHBIX .

2.4. [Tosp30BaTeIu KPUITOCPE/ICTB JIOIMYCKAIOTCA K paboTe ¢ HUMU 10 PENIEHUIO, YTBEPKIAEMOMY
oneparopoM. ITpu HasIuu IByX U 60Jiee MoIb30BaTesIell KPUIITOCPEACTB 00A3aHHOCTH MEXK/ITYy HUMH
JOJDKHBL  OBITh  pACIpesieJIeHbl € YYEeTOM IIePCOHAIIBHOU OTBETCTBEHHOCTU 34 COXPAaHHOCTH
KPHUIOTOCPEJICTB, KJIIOUEBOH, OKCIUIYaTAllMOHHOM M TEXHUYECKOH JIOKyMEHTAIlMH, a TakKxke 3a
[TOpYYEHHbIE YIACTKU PAOOTHI.

2.5. [Tos1b30BaTETN KPUIITOCPECTB O0S3aHBI:

- He pasriamarh WHQOpMAIMIO, K KOTOPOW OHH JONYIIEHbl, B TOM 4YHCJIE CBEJEHUS O
KPUITOCPE/ICTBAX, KJIIOUEBBIX IOKYMEHTAX K HUM U JAPYTHUX Mepax 3aIlUThl;

- coburoaTh TpeOOBaHUA K OOecrieueHu0 6€30MacHOCTH MTePCOHAIBHBIX JIAHHBIX, TPEOOBAHUA K
obecrieueHNI0 6€30I1aCHOCTH KPUIITOCPE/ICTB U KJIIOUEBBIX JIOKYMEHTOB K HHUM;

- cOoO0IIAaTh O CTABIIUX UM W3BECTHBIMU IOIBITKAX MOCTOPOHHUX JIUI[ HOJIyYUTh CBEIEHUS 00
HCII0JIH3YEeMbBIX KPUIITOCPE/ICTBAX MJIH KJIIOUEBBIX JJOKYMEHTAX K HUM;

- HEMeJUIEHHO YBEJOMJIATH omeparopa O ¢dakTax yTpaThl WM HEJIOCTaYU KPHUIITOCPENCTB,
KJIIOUEBBIX JIOKYMEHTOB K HHM, KJIIOYEH OT MOMEIIeHUH, XPaHWIUIL, JJMIHBIX IedaTed U O JIPYTHX
(akTax, KOTOpbIE MOTYT IPUBECTH K Pa3IJIANIEHUIO 3AIUIIA€MbIX IEPCOHATILHBIX JIAHHBIX;

- C/IaTh KPUIITOCPECTBA, HKCIUIYaTAI[UOHHYI0 U TEXHUYECKYIO JOKYMEHTAIIUI0 K HUM, KJIIOYEBbIE
JIOKYMEHTBl B COOTBETCTBHUU C IIOPSAJIKOM, YCTAHOBJIEHHBIM HACTOSAIMUMHU TpeOoBaHUAMU, IIpU
YBOJIbHEHUU WJIW OTCTPAHEHUU OT WCIIOJHEHUs OO0sI3aHHOCTEH, CBA3AHHBIX C HCIOJIH30BAHHEM
KPUITOCPE/ICTB.

2.6. OOGecrieueHre (QYHKIIMOHUPOBAHUSA U 0E30MaCHOCTH KPUITOCPEACTB BO3JIaraeTcs Ha
OTBETCTBEHHOTO ITI0JIb30BATEJIsl KPUIITOCPE/ICTB, UMEIOIIET0 HEOOXOAUMBIN YPOBEHb KBaTHU(MUKAIINH,
Ha3HAYaeMOoro IIPUKAa30M ollepaTopa (Jiayiee - OTBETCTBEHHBIN M0JIb30BATEIh KPUIITOCPE/ICTR).

JlomyckaeTtcst Bo3ji0keHre QyHKIIMH OTBETCTBEHHOTO TI0JIb30BaTEIsI KDUIITOCPEZCTB HA:

- OJTHOTO U3 I0JIb30BaTEeJIEH KPUIITOCPE/ICTB;

- Ha CTPYKTYpPHOE IOApAa3JieJieHne WIN JOJKHOCTHOE JHUIO (paboTHMKA), OTBETCTBEHHBIX 3a
obecrieueHne 6€30M1aCHOCTHU MEPCOHAIBHBIX IAHHBIX, HA3HAYAEMbIX OIIEPATOPOM;

- Ha CIHeUJIbHOE CTPYKTypHOE TOApa3/iejieHne [0 3al[uTe TOCYJAapCTBEHHOW TaWHBbI,
HICIIOJIB3YIOIIEe JIJISI 3TOTO IMIN(POBAJIbHBIE CPEICTBA.

2.7. OTBETCTBEHHBIE IIOJIb30BATEJM KPUIITOCPEACTB JIOJDKHBI HUMETh  (PYHKI[MOHAJBHBIE
00513aHHOCTH, pa3paboTaHHbIE B COOTBETCTBUH C HACTOAITUMU TpeboBaHUAMU.

2.8. Ilpu ompezesieHNN 00sI3aHHOCTEH IMOJIB30BATENIsI KPUIITOCPEACTB HEOOXOAMMO YUUTHIBATH,
yTto 0e30macHOCTh O0OpabOTKM ¢ WCIOJIB30BAaHUEM KDPUIITOCPEACTB IEPCOHAIBHBIX JAHHBIX
obecrieunBaeTcs:

- cOOJIIOZIEeHNEM TI0JIb30BATEISIMH KPHUIITOCPEACTB KOH(DHUAEHIUMATBHOCTH TPU OOpaIleHuu Co
CBE/ICHUSMH, KOTOPbIE UM JIOBEPEHBI WJIM CTAJIM U3BECTHHI 10 paboTe, B TOM YUCJIE CO CBEAEHUSAMH O
(QyHKIIMOHUPOBAaHUN U TOpPsAJKe obecrieueHus 0E30MACHOCTH IPUMEHSEMbIX KDPUIITOCPEACTB U
KJIFOUEBBIX JIOKYMEHTaX K HUM;

- TOYHBIM BBHIIIOJTHEHUEM II0JIb30BATEJIIMU KPUIITOCPEACTB TpebOBaHUM K 0OecrevYeHuro
6e3011acHOCTH MEPCOHAIBHBIX JJAHHBIX;
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- HaJIe?KHBIM XpaHEHUEM HKCIUTyaTallUOHHOU U TEXHUYECKOU IOKYMEHTAIINU K KPUIITOCPEACTBAM,
KJIIOUEBBIX JOKYMEHTOB, HOCUTes el MHPOPMAITUU OTPAaHNYEHHOTO PaCIIPOCTPAaHEHUS;

- obecrieyeHHEM TPUHATHIX B COOTBETCTBHUU C TpeOOBaHUAMH K MaTEPUAIBHBIM HOCUTEJISAM
OMOMETPUYECKUX II€PCOHAJbHBIX JIAHHBIX U TEXHOJIOTUAM XpaHEHUs TaKUuX JIaHHBIX BHE
UH(OPMAIMOHHBIX CUCTEM IEPCOHATIBHBIX TAaHHBIX Mep;

- CBOEBPEMEHHBIM BBIABJIEHUEM IOIBITOK ITOCTOPOHHUX JIUI] ITOJIYUYUTh CBEIEHUS O 3alUIIIaeMBbIX
IIePCOHAJIBHBIX JJAHHBIX, 00 UCIIOIb3yeMbIX KPUIITOCPE/ICTBAX WJIH KJTIOUEBBIX IOKYMEHTAX K HUM;

- HeMeJJIEHHBIM IpUHATHEM Mep IO TMPEeAYNPEKIEHUI0 pasIJlallleHus 3al[UIIaeMbIX
MIEPCOHAJIBHBIX JIAHHBIX, a TaKKe BO3MOXKHON HX YTEUKH IPHU BBIABJIEHUHN (DAKTOB YTPAThl WJIU
HEJIOCTa4Yl KPUMITOCPECTB, KJIIOUEBBIX JOKYMEHTOB K HUM, yZIOCTOBEDEHHH, MPOIyCKOB, KIIIOUEU OT
TIOMEITeHU N, XPAaHWIHII, celi(poB (MeTa/THUeCKHUX IIKa(OB), TUYHBIX IIeYaTeH U T.II.

2.9. Jluma, odopmisieMble Ha pabOTy B KadecTBe IIOJIb30BaTesell (OTBETCTBEHHBIX
MOJIb30BaTesIel) KPHUIITOCPEJICTB, JOJDKHBI OBITh O3HAKOMJIEHBI C HACTOANIUMH TpeOOBaHUSIMH H
JPYTUMH JIOKYMEHTaMU, pPeIrJIAaMEHTHPYIOIUMH OpraHM3allui0 HW obecrieueHre 0Oe30MMacHOCTH
MEePCOHAJIbHBIX JIAHHBIX IPU UX 00paboTKe B MHMOPMAIMOHHBIX CHUCTEMAax, IO/ PACIHCKy U HECYT
OTBETCTBEHHOCTh 3a HeCOOJIIOJleHHe WMU TPeOOBaHUM YKa3aHHBIX JIOKYMEHTOB B COOTBETCTBHH C
3aKOHOZaTeIbcTBOM Poccutickoit ®enepanuu.

2.10. Tekymuii KOHTpPOJIb 3a oOpraHusanued u obecreyeHHeM (QYHKIIMOHUPOBAHUSI
KPUIITOCPEJICTB BO3JIaraeTcsl HA OIepaTopa W OTBETCTBEHHOTO TIIOJIb30BATENsI KPHUITOCPE/ICTB B
Mpejiesiax ux CTy>KeOHBIX TOJTHOMOYHH.

2.11. KoHTponp 3a opranusamnueid, obecnedyeHueM (GYHKIIMOHUPOBAHUA U 0OE30MaCHOCTU
KPUIITOCPE/ICTB, NpPEAHA3HAUYEHHBIX /IS 3alUThl MEPCOHAJBHBIX JIAHHBIX IPU HX 00paboTKe B
WHDOPMAITMOHHBIX CHCTEMaxX IIePCOHAIBHBIX JAHHBIX, OCYIIECTBJISAETCS B COOTBETCTBUU C
JIENCTBYIOITUM 3aKOHOIaTeIbCTBOM Poccuiickoii ®emepanuu.

2.12. B ciyuyae HEOOXOAMMOCTH B3aMMOENCTBUSA OIMEPATOPOB MHGOPMAIIMOHHBIX CHCTEM IIPU
HCIIOJIb30BAHUU KPUIITOCPEACTB I obecriedeHusi 6e30macHOCTH 00pabOTKU MEPCOHAIBHBIX JAHHBIX
JUUIsl OpraHU3aIluy B3aUMO/IEUCTBUSA KPUIITOCPEACTB IO PEIIEHUI0 OTIEPATOPOB MEPCOHAIBHBIX TaHHBIX
BbIJIeJIIeTCs KOOPAUHUPYIOLIUI OpraH, OTBEeTCTBEHHBIN 32 o0ecnieueHre 6€30I1aCHOCTH ITePCOHATbHBIX
JTAHHBIX, YKa3aHUS KOTOPOTO SABJISIOTCS 00s3aTeIbHBIMU /I BCEX M0JIb30BATEIEN KPUIITOCPECTB.

3. [TopsAzok obpaiieHus ¢ KpUITOCPEACTBAMU U KPUNITOKIIOUAMU
K HUM. MeponpusTHs IPU KOMIIPOMETAIINN KPUIITOKTIOUEH

3.1. [Tosip30BaTeyt KPUNTOCPEACTB 0OsI3aHBI:

- He pasIialniaTth THGOPMAIIUIO O KJII0UEBBIX JOKyMEHTAaX;

- He JIOITyCKaTh CHATHE KOIUH C KJIIOUEBBIX JIOKYMEHTOB;

- He JIOIyCKaTh BBIBOJI KJIIOUEBBIX JIOKYMEHTOB Ha siuciuied (MoHutop) [I9BM wiu nmpuHTep;

- He JIOMyCKAaTh 3aIll1CH Ha KJII0UEeBOU HOCUTEJIb IIOCTOPOHHEN UH(pOPMAIIUH;

- He JIOIyCKATh YCTAaHOBKHU KJIIOUEBBIX JOKYMEHTOB B Jipyrue II9BM.

3.2. [Ipy HEOOXOAUMOCTH TEpPeZlavm 0 TEXHHYECKUM CPEeJICTBAaM CBSI3U CJIY:KEOHBIX COOOIIEHUN
OTPAHUYEHHOTO JIOCTYIlA, KACAIONUXCA OpraHu3anuu U obecreueHUs (QYHKIIMOHHUPOBAHUS
KPUIITOCPEJICTB, yKa3aHHbIe COOOIeHUsI HeoOXOAMMO IepefaBaTh TOJIBKO C HCIIOJIb30BAHUEM
Kpunrocpezicts. Ilepegaya mo TEXHUYECKUM CPECTBAM CBA3M KPUITOKJIIOUEH He JIOMyCKaeTcs, 3a
HCKJIIOUYEHHEM CIIeNIUAJIbHO OPraHW30BAaHHBIX CHCTEM C JIEEHTPAJIU30BAHHBIM CHa0KeHUeM
KPHIITOKJTIOYaMH.

3.3. Kpunrocpencrsa, ucmonb3yeMble 711 obecriedeHuss 6€30TaCHOCTH MEPCOHAIBHBIX JTaHHBIX
pu ux 00paboTke B ”HOOPMAIMOHHBIX CUCTEMAX, ITOJJIEKAT yUETy C UCIOJIb30BaHUEM UH/IEKCOB WU
YCJIOBHBIX HANMEHOBAaHUH M PETUCTPAIIMOHHBIX HOMEPOB.

[lepeueHb WHEKCOB, YCJIOBHBIX HAUMEHOBAHUU M PETrHCTPAIIMOHHBIX HOMEPOB KPUIITOCPE/CTB
omnpezessiercs OenepanbHON CiryK001 6e3omacHocTH Poccutickoit ®enepanuu.

3.4. Ucnosbp3yemble WM XpaHUMble KPUIITOCPEACTBA, OKCIUIyaTallMOHHAA U TeXHUYecKas
JIOKyMeHTaIisl K HUM, KJII0UeBble JIOKyMEHTHI MOJJIesKaT MO3K3eEMILIIPHOMY yuery. PekoMeH/TyeMble
¢dopmbl npuBesieHbl B [lpunoxkenum N2 2. IIpu 3ToM nporpaMMHble KPHUITOCPEACTBA JIOJKHBI
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YUUTBIBATbCA COBMECTHO C aNIlapaTHBIMU CPEeACTBAMHM, C KOTOPBIMHU OCYILIECTBJIAETCA HUX IITAaTHOE
¢dyukuuonuposanne. FEcim  anmapaTHble  WIM  alllapaTHO-IPOTPAMMHBIE  KPHUIITOCPEZCTBA
IIO/IKJIFOYAIOTCA K CUCTEMHOU IIMHEe WM K OJTHOMY U3 BHYTPEHHUX UHTep(delcoB anliapaTHIX CPEZCTB,
TO TaKWe KPUNTOCPEACTBA YUYUTBHIBAIOTCHA TAaKKe COBMECTHO C COOTBETCTBYIOIIMMHU aNlapaTHbBIMU
Cpe/ICTBaMU.

EnuHunell Nmosk3eMIUIAPHOTO ydeTa KJIIOUEBBIX JOKYMEHTOB CUUTAeTCA KJIIOUEBOM HOCUTENb
MHOTOKPATHOTO HCIOJIb30BAHUSA, KJIIOUEBON OJIOKHOT. EcM OAMH W TOT Ke KJII0YeBOU HOCUTEIIb
MHOTOKPATHO HCIIOJIB3YIOT /ISl 3aIIUCU KPUIITOKJIIOUEHN, TO €ro KaXK/JIbI pa3 cJie/lyeT PETUCTPUPOBATH
OTZIeJIbHO.

3.5. Bce mosyyeHHBIE DK3EeMIUIAPHI KPHUIITOCPEJCTB, SKCIUIyaTAllMOHHON M TEXHHUYECKOU
NOKyMEHTAallUd K HHUM, KJIIOYEBBIX JOKYMEHTOB JOJDKHBI OBITh BBIZJAHBI IO PACIHCKY B
COOTBETCTBYIOIIIEM >KypHaJjie MO3K3eMIUIAPHOTO yuyeTa II0Jb30BATENAM KPUITOCPEACTB, HECYIUM
[IepCOHAJIBHYIO OTBETCTBEHHOCTD 32 UX COXPAHHOCTb.

OTBeTCTBEHHBIN I0OJIb30BaTEb KPUITOCPEZACTB 3aBOAUT M Be/eT HA KaXK/IOTO I10JIb30BaTesIsd
KPUIITOCPEJICTB JIUIIEBOM CYEeT, B KOTOPOM PETUCTPUPYET UUCIANINECS 3a HUMU KPHUIITOCPEZCTBA,
SKCIUIyaTallMOHHYIO U TEXHUUECKYIO JOKYMEHTAIIUIO0 K HUM, KJIFOUeBbIe JIOKYyMEeHTHI.

3.6. Ecau 3KcILUTyaTalluOHHOM W TEXHUYeCKOM JIOKyMeHTanued K KpUITOCpeACcTBaM
[IPEyCMOTPEHO MTPUMEHEHNE PA30BHIX KJIIOUEBBIX HOCUTEJIEH WIIM KPUIITOKJIIOUH BBOJAT U XPAHAT (Ha
BECh CPOK UX JIECTBU) HEMIOCPE/ICTBEHHO B KPUIITOCPE/ICTBAX, TO TAKON PA30BBIN KJIIOUEBOI HOCUTEIIH
WIN 3JEKTPOHHAsA 3aluCh COOTBETCTBYIOIIETO KPUNTOKIOYA JOJLUKHBI PErHCTPUPOBATHCSA B
TEXHUYECKOM (aImapaTHOM) JKypHaJie, BeAyIIEMCS HEITOCPEICTBEHHO M0JIb30BaTeIeM KPHUIITOCPE/ICTB.
B TexanueckoM (ammapaTHOM) JKypHaJIe OTPAXKAIOT TAKXKe JJAHHbIE 00 SKCIUTyaTallii KPUIITOCPEJICTB U
ZpyTHE CBEJEHUs, MPEAYCMOTPEHHbBIE DKCIUIyaTallMOHHOW M TEXHUYECKOW JOKyMeHTalued. B mHbIX
CIyJasxX TeXHUYECKWH (ammapaTHbI) KypHaAJI Ha KPUIITOCPEZCTBA He 3aBOAUTCA (ecji HET MPSIMBIX
YKa3aHUH O €r0 BeJEHUH B SKCIUTyaTAIMOHHOU WJIM TEXHUYECKOH JIOKYMEHTAI[UU K KPUIITOCPEACTBAM).
TunoBas dopma TexHUYECKOTO (anmapaTHOTO) KypHasa npusezieHa B [Ipumoxenuu NO 3.

3.7. Ilepegaya KpUIITOCPEJICTB, SKCIUIyaTAallMOHHONM U TeXHUYECKOM [OKyMEHTAallUM K HUM,
KJIIOUEBBIX JIOKYMEHTOB JIOIYCKAeTCS TOJIBKO MEXZY IIOJIb30BATESIMU KPUIITOCPEACTB U (WIH)
OTBETCTBEHHBIM I10JIb30BaTejIeM KPUIITOCPEJICTB IO/ PACHUCKYy B COOTBETCTBYIOIIMX JKypHasax
MMOYK3EMIUIAPHOro y4era. Takas Iepemada MeKy I0JIb30BaTeISIMU KPUIITOCPEACTB JOJIKHA OBITh
CaHKIIMOHUPOBAHA OTBETCTBEHHBIM I10JIb30BaTeJIeM KPUIITOCPE/ICTB.

3.8. Ilosp3oBaTenn KPUNTOCPEACTB XPAHAT WHCTAJUIUPYIONIME KPUIITOCPEACTBA HOCUTENIH,
SKCIUTYyaTallMOHHYI0 M TEXHUYECKYIO JOKYMEHTAIMI0 K KPHUIITOCPEJICTBAM, KJIIOUEBHIE JIOKYMEHTHI B
mkadax (AMUKaX, XPaHWININAX) HWHAUBUAYAJIBHOTO IIOJIb30BAHUSA B YCJIOBUAX, HCKJIIOYAIOIIIX
OECKOHTPOJIPHBIN IOCTYI K HUM, a TaK)Ke UX HelpeAHaMePEeHHOE YHUUTOKEHHE.

ITosp30BaTeny KPUNTOCPEACTB IpeAyCMaTPUBAIOT TaKXKe pasjieJibHOe Oe30lacHoe XpaHeHHe
ZEWCTBYIOIIUX U PE3€PBHBIX KJIIOUEBBIX IOKYMEHTOB, MPEIHA3HAUEHHBIX JJIs PUMEHEHUs B CIydae
KOMITPOMETAIINH JIEUCTBYIOIUX KIIOUEBBIX JOKYMEHTOB.

3.9. AmnmapaTHble CpeJICTBA, C KOTOPBIMH OCYIIECTBJIfeTCS IITaTHOe (GYHKIIMOHUPOBAaHUE
KPUIITOCPEJICTB, a TaK)Ke allllapaTHble U alllapaTHO-IPOTrpaMMHbIe KPUIITOCPE/CTBA JIOJKHBI OBIThH
00Opy/IOBaHbI CpEACTBAMH KOHTPOJISI 32 HUX BCKpPBITHEM (OIl€YaTaHbl, OIUIOMOMpOBaHBI). Mecto
omnevyaTbIBaHUA (OIIOMOMPOBAHUA) KPUIITOCPE/CTB, allIaPATHBIX CPEJCTB I0JIPKHO OBITh TAKUM, YTOOBI
€ro MOKHO OBLJI0O BU3yaJIbHO KOHTPOJIUPOBAaTh. [Ipy HaJMYMU TEXHUYECKOW BO3MOKHOCTU Ha BpeMs:
OTCYTCTBUS II0JIb30BaTesIell KPUIITOCPE/CTB YKa3aHHBbIE CPeCTBA HEOOXOMMO OTKJIIOUATh OT JIMHUU
CBSA3U U yOUPATh B ONleYaThIBAEMble XPaHIJIHIIIA.

3.10. KpunrocpeacrBa u KII04YeBbIe JOKYMEHTHI MOTYT JOCTaBJIATHCA (ebIberepckon (B TOM
YHCJIe BEJOMCTBEHHOU) CBSA3BIO WJIM CO CIIEIIMAJIbHO BBIJIEJIEHHBIMHU OIIEPATOPOM OTBETCTBEHHBIMU
MMOJIb30BATEIAIMA ~ KPHUITOCPEACTB Y COTPYAHUKAMHU TIPU COOJIIOJIGHUU Mep, HWCKIIOYAIOIIIX
OECKOHTPOJIBHBIH IOCTYI K KPUIITOCPEACTBAM U KJIIOUEBBIM JJOKYMEHTAaM BO BPEMSI JIOCTABKH.

IKCIUTyaTallHOHHYI0 M TEXHHUYECKYIO JOKYMEHTAIHIO K KPHUIITOCPEICTBAM MOXKHO IIEPECHLIATH
3aKa3HBIMU WU IEHHBIMHU ITOYTOBBIMU OTIIPABJIEHUSIMH.

3.11. /114 mepechUIKU KPUNTOCPEACTB U KJIIOUEBBIX JOKYMEHTOB OHU JIOJI?KHBI OBITh IIOMEIIIEHBI B
IIPOYHYI0 YMAKOBKYy, MCKJIIOUAIONIIYI0 BO3MOXKHOCTh HX (PU3UUECKOTO MOBPEXKAEHUS U BHEIIHEro
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BO3/IeicTBUA, B 0COOEHHOCTH Ha 3alMCAaHHYIO KIoueByi0 nHbopmanuo. Kpunrocpencrsa mepechiaoT
OTZIEJIbHO OT KJIIOUEBBIX JIOKYMEHTOB K HIM. Ha yriakoBKax yKa3bIBalOT OIIEpPAaTOpa WIN OTBETCTBEHHOTO
[I0JIb30BaTeNIA KPUIITOCPEZCTB, I KOTOPBIX 3TH YIAKOBKU IpefHa3HauveHbl. Ha Takux ymakoBKax
nenapT moMeTKy "JIMgHO". VYIAKOBKH OIEeYaThIBAIOT TaKUM 00pa3oM, 4YTOOBI HCKIIOYAsIach
BO3MO>KHOCTH U3BJIEUEHUS U3 HUX COAEPKUMOro 6e3 HapyIlIeH!s YIIaKOBOK U OTTHCKOB II€YaTH.

Jlo mepBOHAYaJIbHON BBICBUIKU (FUTH BO3BpAIlEHHUA) a/ipecaTy COOOIIAIOT OTAEJIbHBIM IMHCHMOM
OTIMCAHHE BBICHLJIAEMBIX €MY YIIAKOBOK U MevaTell, KOTOPBIMHU OHU MOTYT OBITh OIl€YaTaHbI.

3.12. 111 mepechUIKA KPUIITOCPE/ICTB, SKCIUIYaTallHOHHOHN U TEXHUYECKOHN JOKYMEHTAIUN K HUM,
KJIIOUEBBIX JIOKYMEHTOB CJIEZ[yET IMOATOTOBUTH COIPOBOAUTENIBHOE IHCHMO, B KOTOPOM HEOOXOIHUMO
YKa3aTh: YTO MMOChLIAETCA U B KAKOM KOJIMYECTBE, YIETHbIE HOMEPA U3JeJTUN WU JOKYMEHTOB, a TAKXKe
Ipy HEOOXOAMMOCTH Ha3HAUeHWe U IOPAJIOK WCIOJIb30BAHUSA BBICHIAEMOTO OTIIPABJIEHUS.
ComnpoBoauTeIbHOE THCHMO BKJIABIBAIOT B OJTHY U3 YIIAKOBOK.

3.13. IlosiyueHHBIe YIAKOBKU BCKPBHIBAeT TOJBKO OIEPATOP WJIM OTBETCTBEHHBIA I10OJIH30BATENb
KPHUIOTOCPEJICTB, /ISl KOTOPBIX OHU IIPeHa3HAYeHbl. EC/IN coziep:KuMoe MOJIydeHHON YIIaKOBKH He
COOTBETCTBYET YKa3aHHOMY B COITPOBOJUTEIHFHOM IIFICHME WJIHM caMa YIIaKOBKA U M€YaTh - UX OIMUCAHUIO
(oTTHCKY), a TaK)Ke eCJTH YIIAaKOBKA MOBPEXK/EHA, B PE3YJIbTaTe Yero 00pa3oBasicss CBOOOIHBIH IOCTYII K
€€ COJIEPKUMOMY, TO IOJIydaTesIb COCTABJISAET aKT, KOTOPBII BBICHUIAET OTIPABUTENIO. [loIyyeHHbIE ¢
TaKUMH OTIIPABJIEHUSMH KPHUIITOCPE/ICTBA M KJIIOUEBBIE JIOKYMEHTHI /10 IOJIyYeHUs YKA3aHUU OT
OTIIPaBUTEJISI IPUMEHATH HE Pa3pelaeTcs.

3.14. Ilpu ob6Hapy:keHMU OpPaKOBAHHBIX KJIIOUEBBIX JIOKYMEHTOB WM KPHUITOKIIOYEH OJWH
9K3eMIUISIP OPAaKOBAHHOTO W3/IENHA CJIeAyeT BO3BPATUTh M3TOTOBUTEIIO JJIA YCTAHOBJIEHUS MPUYUH
MPOUCIIEANIETO W WX YCTPAaHEHUs B [JaJbHEUIEM, a OCTaBIIMECS OJK3eMIUIAPHI XPaHUTh 10
MTOCTYIUIEHUS TOTIOJTHUTEIHHBIX YKAa3aHUH OT U3TOTOBUTEJIA.

3.15. [losiyueHHEe KPUNTOCPEACTB, SKCIUIyaTallMOHHOW W TEXHUUYECKOW JAOKYMEHTAIlMU K HUM,
KJIIOUEBBIX JIOKYMEHTOB JIOJKHO OBITh MOJATBEPK/IEHO OTIPABUTENIO B COOTBETCTBHU C IOPSKOM,
YKa3aHHBIM B COIPOBOJAUTENIHOM IHchbMe. OTIpaBUTENbh 00A3aH KOHTPOJIHUPOBATH JOCTaBKY CBOHX
OTIpaBieHUN ajpecaraMm. Ecam oT ajpecata CBOEBPEMEHHO HE IIOCTYIIHJIO COOTBETCTBYIOIIETO
MIO/ITBEPKAEHHUS, TO OTIPABUTEIb JOJKEH HAIPABUTh €My 3allpOC U MPUHATH MEPhl K YTOUHEHHIO
MECTOHAXO0K/IEHHUsI OTIIPaBJIEHUH.

3.16. 3aka3 Ha U3TOTOBJIEHUE OUYEPEIHBIX KIIOUEBBIX JIOKYMEHTOB, UX U3TOTOBJIEHHE U PACCHUIKY
Ha MecTa UCIO0JIb30BaHMUS JIJIsI CBOEBPEMEHHOU 3aMeHBI JIEUCTBYIOIIUX KIIOUEBBIX IOKYMEHTOB CJIETyeT
MIPOM3BOAUTh 3a0/IaTOBPEMEHHO. YKa3aHHE O BBOJIE B JIEHCTBHE OUEPEIHBIX KJIIOUEBBIX JOKYMEHTOB
MOKeT OBITh JAHO OTBETCTBEHHBIM I10JIb30BATEJIEM KPUIITOCPECTB TOJIBKO MOCJIE TIOCTYIIEHUA OT BCEX
3aMHTEPECOBAHHBIX T0OJIb30BATEIEH KPHUITOCPEACTB IMOATBEPIKAEHUS O IOJIYYEHUH UMH OYepPeTHBIX
KJIIOUEBBIX JJOKYMEHTOB.

3.17. Hewucnosp30BaHHBIE WM BBIBEIEHHbIE W3 JEHUCTBUS KJIIOUEBBIE JOKYMEHTHI IOZJIEXKAT
BO3BPAIIIEHUI0 OTBETCTBEHHOMY ITOJIb30BATEI0 KPUIITOCPE/ICTB HJIU 10 €r0 YKAa3aHUIO JIOJIKHBI OBITh
YHUUYTOXKEHBI HA MECTE.

3.18. YHUUTOKEeHNE KPUNITOKIIOUEl (MCXOTHOU KTI0UeBOU HH(MOPMAIIMH) MOXKET ITPOU3BOJUTHCS
myTeM (pU3UIECKOTO YHUUYTOKEHUS KIII0UEBOTO HOCUTEJA, HA KOTOPOM OHH PACIIOJIOKEHBI, HJIA IIyTEM
crupanus (paspylleHus])) KpPUNTOKIIOUEH (MCXOAHOU KiaodeBoM wHQopMaruu) 6e3 HOBpEeXIeHUs
KJII0UEBOT0 HocuTeis (Jiis obecrieueHrs BO3MOKHOCTU €r0 MHOTOKPATHOTO UCIIOJIb30BAHNSA).

KpunToxatoun (MCXOAHYIO KJIIOUEBYI0O MHGOPMAIUIO) CTUPAIOT 10 TEXHOJIOTHUU, MIPUHATOU JJIA
COOTBETCTBYIOIINX KJIIOUEBBIX HOCHUTEJIEM MHOTOKPATHOTO HCIIOJIB30BaHUA (AUCKET, KOMIIAKT-IHCKOB
(CD-ROM), Data Key, Smart Card, Touch Memory u T.11.). HemmocpeacTBeHHbIE JEUCTBUS 110 CTUPAHUIO
KPUIITOKJIIOUEH (MCXOMHOW KIIIOUeBOW wWH(OpManuu), a TakKe BO3MOXKHBbIE OTPDAHUYEHHSA Ha
JaJIbHeNIIee MPUMEeHEeHNe COOTBETCTBYIONUX KJIIOUEBBIX HOCHUTEIEH MHOTOKPATHOTO HCIOJIb30BAHUS
perJIaMeHTHPYIOTCA SKCIUIyaTallMOHHONW W TEXHUYECKOW JOKYyMeHTAI[ued K COOTBETCTBYIOIIHM
KPHUIITOCPEJICTBAM, a TaKKe YKA3aHUSIMH OpTaHW3allu¥, ITPOW3BOAMBIIEN 3alHCh KPHUIITOKJIIOUEH
(MCXOomHOM KJTI0OUEeBO MH(MOPMAITUHN).

KitoueBble HOCHTENM YHUYTOXKAIOT IIyTEM HAHECEHUsT WM HEYCTPAHUMOTO (HU3UUIECKOTO
MIOBPEXK/IeHN, UCKII0YAOIIero BO3MOXKHOCTD UX HUCIIOJIb30BAHUA, & TAK)KE BOCCTAHOBJIEHUS KJIIOUEBOM
nHdopmarnuu. HemocpesncTBeHHblE JENCTBUA 10 YHUYTOXKEHUIO KOHKDETHOTO THUIIA KJIFOUEBOTO
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HOCUTeJIA  perJIaMeHTUPYIOTCA  SKCIUIyaTal[MOHHOM UM TeXHUYeCKOM  JIOKyMeHTanued K
COOTBETCTBYIOIIUM KPHUITOCPEJCTBAM, a TaKXKe YKa3aHUSAMU OpPraHU3allluM, IIPOU3BOJMBIIEN 3alUCh
KPUIITOKJIIOUEH (MCXO/THOU KII0UeBOM NH(GOPMAIIHH).

BymaxkHble U IIpouyue cropaemble KJIOUeBble HOCHUTENH, a TaKKe OKCIUIyaTallMOHHYI U
TEXHUYECKYIO JIOKYMEHTAI[HI0 K KPHUIITOCPE/ICTBAM YHHUYTOXKAIOT IIyTEM CXKUTAHUA WIN C IIOMOIIBIO
JI00BbIX GyMarope3aTesIbHbIX MAIIIHH.

3.19. KpunrocpezictBa yHHYTOXKAOT (YTHJIM3UPYIOT) IO PEIIEHUI0 OIEepaTopa, BJIAZEIOIEro
KPUIITOCPE/ICTBAMU, U C YBEAOMJIEHUEM OPTaHU3AIlNH, OTBETCTBEHHOU B cooTBeTcTBUH ¢ [TK3-2005 3a
OPTaHU3ALHIO0 O09K3EMIUIIPHOTO YUeTa KPUITOCPE/CTB.

HameueHHble K YHUUTOXKEHUIO (YTHIM3AIUHM) KPHUITOCPEACTBA MOJJIEKAT U3ZBATUIO U3
anmapaTHBIX CPEJCTB, ¢ KOTOPBIMHU OHU (PYHKIHOHUPOBAIU. [IpH 5TOM KPHUIITOCPEZCTBA CUUTAIOTCSA
U3BATBIMU U3 allapaTHBIX CPEJCTB, €C/IM HCIOJHEHA IPeAyCMOTPEHHAs HKCIUIyaTallUOHHOU U
TEXHUUYECKOU JJOKyMeHTaluel K KpUIITOCPeCTBAM IIPoLeZypa yAaJleH!us IIPOrPaMMHOTO o0eclieueHus
KPUIITOCPE/ICTB ¥ OHU IOJTHOCTBIO OTCOEIUHEHBI OT allllapaTHBIX CPE/ICTB.

3.20. Ilpurosnble 1A AajdbHEHUINEro MCIOJIb30BAHUA Yy3JIbl U JleTalUd anlapaTHBIX CPEJICTB
obIero Ha3HauyeHWs, He IMpeJHA3HAUYEHHble CIENUAIBHO [y alllapaTHOW  peayn3anuu
KpUNTorpaduyecKux ajaropuTMOB WIM HHBIX (QYHKIUU KPUIITOCPEJCTB, a TaKKe COBMECTHO
paboraroliee ¢ KpUIITOCPEACTBAMHU 00OpyZ0BaHUE (MOHUTOPHI, IPUHTEPHI, CKAHEPHI, KJIaBUATypa U
T.II.) pa3pelnaercs MUCIOJIb30BaTh IOCE YHUUYTOXKEHUs KPHUIITOCPE/ICTB Oe3 orpanuuyeHuil. [Ipu sTom
nHpOpMAIMsa, KOTOpas MOXKET OCTaBaThCA B YCTPOHCTBAX MaMATH 0O0Opy/oBaHUA (HAIpumep, B
MIPUHTEPaX, CKaHepax), I0JI’KHa ObITh HaZIe?KHO yasieHa (crepTa).

3.21. KiroueBble [OKYMEHTBHI JOJDKHBI OBITh YHHYTOXKEHBI B CDOKH, YyKa3aHHbIE B
SKCIUTyaTallMOHHOHN Y TEXHUYECKOH JJOKYMEHTAI[UH K COOTBETCTBYIOINM KpHUIITOCpeZcTBaM. Eciu cpok
VHUUTOXKEHUS SKCIUTyaTallMOHHOW W TEXHUYECKOH JAOKyMEHTAllMell He yCTAHOBJIEH, TO KJIIOUEBbBIE
JMIOKyMEHTHI JIOJDKHBI OBITh YHUYTOXKEHBI HE TO3/[HEE 10 CYTOK IOCJEe BBIBOAA HX U3 JIEHCTBUSA
(oxkoHuaHmMA cpoka zeicTBus). PakT yHUUYTOKEeHUS ODOPMIIAETCA B COOTBETCTBYIOIIUX >KypHAsIax
MIOYK3EMIUIAPHOTO ydeTa. B 3TH Ke CPOKHM € OTMETKOM B TEeXHHUYECKOM (ammapaTHOM) JKypHase
MOo/IJIeXKaT YHUYTOKEHUIO pPa30Bble KJIIOUEBblEe HOCUTEJINM UM paHee BBeJleHHas U XpaHAIAACA B
KPDUIITOCPEJICTBAX  WJIU  HMHBIX  JIONOJHUTEJIBbHBIX  YCTpPOMCTBaX  KJioyeBas  HUHOpMaIus,
COOTBETCTBYIOIIAsl BBIBEIEHHBIM U3 JIeWCTBUA KPHUIITOKJIIOYAM; XpaHAIUecs B KpuUnTorpaduyecku
3all[UIIIEHHOM BUJIe IaHHBIE cJle/lyeT Iepern@poBaTh Ha HOBbIX KPUITOKJIIOUAX.

3.22. Pa3oBble KJIIOUEBble HOCUTEN, & TAK)Ke 3JIEKTPOHHBIE 3aMMCU KJII0UYEBOM WHGPOpMAIUH,
COOTBETCTBYIOIIEH BBIBEJIEHHBIM U3 JE€UCTBUSA KPUITOKJIIOUAM, HEMOCPEJACTBEHHO B KPUITOCPEACTBAX
WIN WHBIX JOMOJHUTEIbHBIX YCTPOUCTBAX YHHYTOXKAIOTCA ITOJIB30BATEAMU STUX KPUIITOCPE/CTB
CaMOCTOSATEIHHO MO/ PACITICKY B TEXHHYECKOM (aIIapaTHOM) KypHaJIe.

KitoueBble  JIOKYyMEHTHI YHHUYTOXKAIOTCA JIMOO TIOJIB30BATEJISIMH  KPUIITOCPEACTB, JIUOO
OTBETCTBEHHBIM II0JIb30BATEJIEM KPHUIITOCPEJICTB IO/ PACHUCKY B COOTBETCTBYIOIIHMX JKypHaJIax
MMO3K3EeMILISIPHOTO y4yeTa, a YHHUYTOXKeHHEe OOJIbIIOro 00beMa KJIIOUEBBIX JOKYMEHTOB MOKET OBITh
obopmsieHO akToM. IIpu 3TOM MOJB30BaTeNAM KPHUIITOCPE/CTB pa3peliaeTcs YHUYTOXKATh TOJIBKO
HCIIOJIb30BAHHBIE HEIOCPEACTBEHHO UMM (IIpeAHA3HAYeHHble Ui HUX) Kpunrokaouu. I[locie
VHUYTOXKEHUS I10JIb30BATENIN KPUIITOCPEJCTB JOJDKHBI YBEIOMUTH 00 3TOM (TesiepoHOrpamMmoi,
YCTHBIM COOOIIeHHeM M0 TejlepOHYy U T.I.) OTBETCTBEHHOIO II0JI30BATeJIsl KPUIITOCPEACTB JJIA
CIHCAHUS YHUUYTOKEHHBIX JIOKYMEHTOB C UX JIUIIEBBIX CUETOB.

YHUYTOKEHUE 0 aKTy MIPOU3BOJIUT KOMUCCHUS B COCTaBe He MeHee JIBYX YeJIOBEK W3 YHCJIa JIUI],
JOTIYIIIEHHBIX K IMOJIb30BAHHUIO KPHUIITOCPEACTB. B aKTe yKas3bIBaeTCs, YTO YHUUYTOXKAETCS U B KaKOM
KOJINYEeCTBE. B KOHIlE aKTa JieylaeTcs WTOTOBas 3amuch (mudpaMu M IPOMHUCHIO) O KOJTHYECTBE
HAUMEHOBAaHHH ¥ DHK3E€MIUIAPOB YHHUUTOXKAEMbBIX KJIIOUEBBIX JIOKYMEHTOB, WHCTAJ/UTUPYIOIIIX
KPHUIITOCPEJICTBA HOCHUTEJIEH, SKCIUIyaTAallHOHHONM M TEXHUYECKOW JTOKyMeHTanuu. lcmpaBiieHus B
TEKCTe aKTa JI0JI?KHBI OBITh OTOBOPEHHI M 3aBEPEHBI MTOAIHUCAMHU BCEX YIEHOB KOMHUCCHH, TPUHUMABIITHX
ydactre B yHHYTOXXKeHHUU. O TMPOBEIEHHOM YHUYTOXKEHUH JEeIAI0TCA OTMETKH B COOTBETCTBYIOIIUX
JKypHaJIax MosK3eMIUISIPHOTO yJeTa.

3.23. KpunTokitouy, B OTHOLIEHUN KOTOPBIX BO3HUKJIO IOJI03PEeHNEe B KOMIIPOMETAI[UH, a TaKkKe
JIeCTBYIOIIIE COBMECTHO C HUMU JpYrHe KPUITOKJIIOUM HEOOXOAMMO HeMe/IJIEHHO BBIBECTH U3
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JIeUCTBUSA, €CJIM MHOU IOPSAIOK He OTOBOPEH B SKCIUIyaTAIMOHHON U TEXHUUYECKOU JOKYMEHTAIUH K
KpUIITOCpe/ICTBaM. B Upe3BbIUAMHBIX CJIy4yasxX, KOIJIa OTCYTCTBYIOT KPUITOKJIIOUU /IJII 3aMeHBI
CKOMIIDOMETUPOBAHHBIX, JOIyCKAaeTcs II0 PeIIeHUI0 OTBETCTBEHHOTO II0JIb30BaTessl KPUITOCPECTB
COTJIACOBAaHHOMY C OIEPAaTOPOM, HCIOJIb30BAHHUE CKOMIIPOMETHPOBAHHBIX KPUNTOKJIIOUYENH. B sTOM
cJIydyae TEPUOJ UCIIOJIb30BAHUs CKOMIIPOMETHPOBAHHBIX KPUITOKIIOUEN J0JKEH ObITh MaKCUMAaJIbHO
KOPOTKHUM, a 3aluinaeMas nHGopManusa Kak MOKHO MeHee IeHHOM.

3.24. O HapylleHUsAX, KOTOPblE MOTYT MPHUBECTH K KOMIIDOMETAIIMU KPUIITOKIIOUEH, HX
COCTaBHBIX YacTeld WIN IepefaBaBIINXCA (XpaHAIIUXCSA) C WX KCIOJIH30BAHUEM IT€PCOHATBHBIX
JIAaHHBIX, II0JIP30BATEJIM KPHUITOCPEJICTB 00s3aHBI COOOIATh OTBETCTBEHHOMY ITOJIb30BATEJIO
KPUIITOCPEJICTB U (MJIN) OTIEpPaTopy.

OcCMOTp KJIIOUEBBIX HOCUTEIE MHOTOKPATHOTO WCIIOJIb30BAHHSA TOCTOPOHHUMM JIUI[AMU He
cleyeT paccMaTpuBaTh Kak IIOIO3PDEHHE B KOMIIPOMETAIIUM KPUNTOKIIOUEH, €CJIU TPU 3TOM
HCKJII0YaJIaCh BOBMOYKHOCTh UX KOTTUPOBAHUA (UTEHUS, PA3MHOKEHH).

B ciiyuasix HeocTauu, HeNpeIbsABJIEHU KII0UEBBIX JIOKYMEHTOB, a TaK)Ke HeOIIpeIeIeHHOCTU UX
MeCTOHAXO0K/IEHU IPUHUMAIOTCS CPOYHBIE MEPHI K UX PO3BICKY.

3.25. MeponpuATus MO PO3BICKY M JIOKAIM3AIUU IOCTAEIACTBUNA KOMIIPOMETAIIUN KJIFOUEBBIX
JIOKyMEHTOB OPTaHU3yeT U OCYIIeCTBJISET OIIepaTop.

3.26. KitoueBble JIOKyMEHTHI JIJIsI KPUINITOCPEACTB WU MCXOJ/IHAsA KJoueBas wHMoOpManus A
BBIDAOOTKH KJIIOUEBBIX JAOKYMeHTOB wuaroTaBiuBaooTca ®CB Poccmm Ha /OTOBOPDHOUW OCHOBE WJIH
aunaMu, uMmeromumu JuneHsuio O®Cb Poccun Ha JeATEIBHOCTh MO H3TOTOBJIEHUIO KJIIOUEBBIX
JIOKYMEHTOB JIJ11 KPUIITOCPE/CTB.

WBroToBJISATh KJIIOUEBBIE JIOKYMEHTHI M3 HCXOJHOW KJIIOUEBONM WH(MOpPMAIIMH MOTYT OIepaTOPhI
WU OTBETCTBEHHBIE MIOJIb30BATEIN KPUIITOCPE/ICTB, IIPUMEHSS IIITATHbIE KPUIITOCPE/ICTBA, €CJIU TaKas
BO3MOJKHOCTh  IIPEIyCMOTPEHA  OKCIUIyaTallMOHHOM W TEeXHUYEeCKOM  JOKyMeHTallmehn K
KpHUOTOCPEACTBAM.

4. PaBMEHIEHI/Ie, CIiequaJibHOE O60py,ZIOBaHI/Ie, OXpaHa
U OpraHu3anud peXuma B IIOMEIIEHNAX, I/1€ YCTaAaHOBJICHBI
KPHUIITOCpEACTBA WUJIX XPAHATCA KJIIOUEBbIE JOKYMEHTBI K HUM

4.1. Pazmenenue, cneruanbHoe 000py/IOBaHKE, OXpaHa U OPTaHU3AIUs PEXXUMA B MIOMEIEHUAX,
I/le YCTAaHOBJIEHBI KPHUIITOCPEZCTBA WJIM XPAHATCA KJIIOUEBBIE JIOKYMEHTHI K HUM (fajyiee - pe:KUMHbIE
MIOMEIIeHNUs), JOJDKHBI O0€eCreYnBaTh COXPAHHOCTh II€PCOHAJBHBIX JAHHBIX, KPHUITOCPEACTB U
KJIIOUEBBIX JIOKYMEHTOB K HUM.

ITpu 060pyOBaHUY PEKIMHBIX IIOMEIEHUH JJOJKHBI BBITTOJTHATHCS TPeOOBAHUSA K PA3MEIEHUIO,
MOHTa)Ky  KDHUIITOCDEJCTB, a Takxe JIpyroro o0opyaoBaHusA, (QYHKIMOHUDYIOIIET0 ¢
KPUIITOCPE/ICTBAMHU.

[lepeunciieHHbIE B HACTOSIIIEM JIOKYMEHTE TPEOOBAHUS K PEXHUMHBIM IOMEIEHUSAM MOTYT He
NpeqbABIATHCA, €CcJIM 3TO IPEeAyCMOTPEHO INpaBWIaMH IIOJIb30BaHUS  KPUIITOCPEJICTBAMU,
corstacoBaHHbIMU ¢ PCb Poccun.

4.2. PexxuMHBle TIOMeIeHUs BBIJIEJAIT C Yy4YeTOM pa3MepoB KOHTPOJHUPYEMBIX 30H,
perJiaMeHTUPOBAHHBIX SKCIUIyaTal[MOHHOU U TEXHUYECKON JOKyMEeHTalued K KPUITOCPEICTBAM.
[TomeleHns TO/KHBI UMeTh NPOYHbIE BXOJHBIE JIBEPU C 3aMKaMU, TapaHTUPYIOLIUMU HA/IEKHOE
3aKpBITHE TOMellleHUil B Hepabouee BpeMs. OKHa ITOMeIEHHUI, PACHOJIOXKEHHBIX HAa IEPBBIX WU
MMOCJIETHUX BTaXKaX 3/IaHUM, a TAKXKe OKHA, HAXOAIINECS OKOJIO IMOKAPHBIX JIECTHUIL U JPYTHX MECT,
OTKy/la BO3MOXKHO IIPOHUKHOBEHHE B PEXUMHBIE IIOMEIIEHUS ITOCTOPOHHUX JIUI], HEOOXOAHUMO
000pyZ0BaTh META/UTMYECKUMH pelleTKaMHU WJIM CTaBHSIMH, WIHM OXPAaHHOW CUTHAIM3AIlUEH, WJIN
OPYTUMH CPEICTBAMU, TPEMATCTBYIOIINMHI HEKOHTPOJIUPYEMOMY IPOHUKHOBEHUIO B PEXUMHBIE
MIOMeEIIeHUs.

4.3. Pazmemenue, crienuagbHOe 000py/IOBaHNE, OXPAaHA U OPTaHU3AIUA PeKUMA B TIOMEIEHUIX
JIOJDKHBI MICKJIFOUUTH BO3MOKHOCTh HEKOHTPOJIMPYEMOTO IPOHUKHOBEHHS WM IMPEOBIBAHUS B HHX
ITIOCTOPOHHUX JIUI], & TAK)Ke IIPOCMOTPa IMOCTOPOHHUMH JIUIIAMHU BEIYIIUXCA TaM PaboT.

4.4. PexxuM oxpaHbl MOMeIeHUH, B TOM YMCJIe IpaBuja JIOMycKa COTPY/IHUKOB U IIOCETUTEJIEH B
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pabouee u Hepabouee BpeMsi, yCTAaHABJIUBAET OTBETCTBEHHBIH I10JIb30BATEb KPHUIITOCPEACTB II0
COTJIACOBAaHHIO TIPU HEOOXOAUMOCTH C OIEPAaTOPOM, B IIOMEIEHHSAX KOTOPOTO YCTAaHOBJIEHBI
KPHUIITOCPEJICTBA WJIM XPAHATCS KJIIOYEBbIE JIOKYMEHTHl K HHUM. YCTAHOBJIEHHBIH PEXKUM OXpaHbI
JIOJDKEH TPElyCMAaTPUBATh MEPUOANYECKUN KOHTPOJIb 32 COCTOSTHUEM TEXHUUYECKUX CPEZICTB OXPaHbI,
€CJTU TAKOBbIE UMEIOTCS, a TAKKE YUUTHIBATD MTOJIOKEHUs HacTOANUX TpeboBaHUT.

4.5. JIBepH crienInoMeIeHuH JIOJIKHBI OBITh TIOCTOSTHHO 3aKPBIThI HA 3aMOK U MOTYT OTKPBIBAThCSI
TOJIBKO JIJISI CAHKITHOHUPOBAHHOTO MPOX07Ia COTPY/IHUKOB U moceTuTesel. Kiroun oT BXOIHBIX JBEpei
HyMepYIOT, YYUTBIBAIOT U BBIZIAIOT COTPY/THUKAM, IMEIOIINM IIPaBO J0IyCKa B PEKUMHBIE IIOMEIeHUs],
IOJ] PaCIHCKy B JKypHaje ydeTa XpaHWiIuI. JlyOJMKaThl KJIIOUEHd OT BXOJHBIX JBEped TaKuX
MIOMEIeHN CJIeJlyeT XpaHUTb B celde omepaTopa WIH OTBETCTBEHHOTO II0JIb30BaTENIs
KPUIITOCPE/ICTBAMH.

4.6. Iy mpeoTBpaIeHusl MPOCMOTPAa U3BHE PEKUMHBIX ITOMEIEHUH WX OKHA JOJIKHBI OBITH
3allHIIEHBI.

4.7. Pe;kuMHbI€e TTOMeIeHHs, KaK IIPaBUJIO, JOJIKHBI OBITh OCHAIIIEHBI OXPAHHON CUTHATU3AHEH,
CBSBAaHHOM CO Cay»k00M oOXpaHbl 3/IaHUS WJIH JeKYPHBIM II0 OpraHus3anuu. VcrnpaBHOCTh
CUTHAJIU3AIUA  TEPUOAUYECKH  HeOOXOJUMO  IPOBEPSATh  OTBETCTBEHHOMY  II0JIb30BATEJIIO
KPHUIITOCPEJICTB COBMECTHO C IPEJICTABUTEJIEM CJIY:KObI OXpPaHbI WJIH JIEKYPHBIM 10 OPTaHU3ALHMHU C
OTMETKOU B COOTBETCTBYIOIIUX JKypHaJIaXx.

4.8. JIyist XpaHeHHs KJIIOUEBBIX JOKYMEHTOB, SKCIUIyaTallTHOHHOU U TEXHUUYECKOU JOKyMEHTAIlNH,
WHCTAJUTNPYIOIIUX KPHUIITOCPEICTBA HOCUTEJIEH JIOJDKHO OBITH IPEAYCMOTPEHO HEeOOXOAUMOE YHCIIO
HAIE)KHBIX META/UTMUECKHX XPAHWIUIN, OOOpPy/IOBaHHBIX BHYTPEHHUMHU 3aMKaMH C JIByMs
9K3eMIUISpaMU KJIIOUeld ¥ KOJOBBIMH 3aMKaMH WJIH TPHUCIIOCOOJEHUAMU JIISI OIeYaThIBAHUS
3aMOYHBIX CKBa)KMH. OJIMH 2K3eMIUIAP K/II0Ya OT XPAHWIHINA JO0JDKEH HAXOJUTHCA Y COTPYAHUKA,
OTBETCTBEHHOTO 3a xpaHwmiuie. /[ybsmkaThl KII0Ued OT XPaHWIHI COTPYAHUKH XPaHAT B ceide
OTBETCTBEHHOTO II0JIb30BaTEJIsI KPHUIITOCPeACTB. JIyOJMKAT KiIlouya OT XPaHWIHINA OTBETCTBEHHOTO
IMOJIb30BaTEJIsI KPUIITOCPEACTB B OIEUaTAaHHON YIIAKOBKE JIOJI’KEH OBITh IlepefaH Ha XpaHEHUe
OIIepaTOopy IO/ PACIIKCKY B COOTBETCTBYIOIIEM JKypHAJIE.

4.9. ITo okoHuaHuu paboyero JHA PEKUMHOE IMMOMEIEHNE U YCTAHOBJIEHHbIE B HEM XPaHWJIHIIA
JTOJI?KHBI OBITh 3aKPBITHI, XPaHUJIUIIA ONleuaTaHbl. Haxozsmyuecs: B MOJIb30BAaHUH KJIIOYU OT XPAHUJIHII]
JIOJ’KHBI OBITH CJIAHBI T107] PACIIMCKY B COOTBETCTBYIOIIEM >KYpHAasle OTBETCTBEHHOMY ITOJIb30BATEIO
KPHUIITOCPEJICTB WM YIIOJJTHOMOYEHHOMY (JIe3KypHOMY), KOTOpPbI€ XPaHAT 3TH KJIIOYH B JIUYHOM KJIH
CITEIIUAJIFHO BBIZIEJIEHHOM XPaHWJIHIIIE.

Kitroun oT peskKUMHBIX ITIOMEIEHHH, a TAaK)Ke KJTI0Y OT XPaHUJIHIIA, B KOTOPOM HAXOJISITCA KJTIOUU
OT BCEX JAPYTHUX XPAaHUJIUII PEKUMHOTO MOMEIIEeHUsI, B OlleYaTaHHOM BHJE JIOJIKHBI OBITH CIAHbI IO/
pacmucKy B COOTBETCTBYIOIIEM JKypHaJIe CJYKObI OXpaHbl WIH JEKYPHOMY II0 OpPTaHHU3aIlNU
OTHOBPEMEHHO C IIepejlaueli Mo/ OXpaHy CaMUX PeKUMHBIX ImoMeleHui. [leuaTu, mpeiHa3HaUeHHbIE
JUIST  OIleYaThIBAHUSA XPaHWIHIN, JOJDKHBI HAXOJUTHCA V  IIOJIb30BaTeled  KPHUIITOCPECTB,
OTBETCTBEHHBIX 32 TH XPaHUJIHIIA.

4.10. IIpu yTpaTe KJo4ya OT XpaHWIHINA WIN OT BXOJHOH JIBEPU B PEKUMHOE IOMEIeHNEe 3aMOK
HeoOXO/IMMO 3aMEHHUTh WK Iepe/iesiaTh €ro CEKPeT C HM3TOTOBJIEHHEeM K HEMY HOBBIX KJIIOUEH C
JIOKYMEHTAJIbHBIM OdopmiieHneM. Eciu 3aMOK OT XpaHWIHMINA TepejiesiaTh HeBO3MOYKHO, TO TaKOe
XpaHWIUINE HEeOOXOAUMO 3aMeHUTh. IIOpAMOK XpaHEHWs KJIIOUEBBIX M JIDYTUX JIOKYMEHTOB B
XpaHWIUIIE, OT KOTOPOTO YyTpaueH KJII0Y, 10 U3MEHEHHS CEKPETa 3aMKa yCTaHABIUBAET OIEPATOP WJIN
OTBETCTBEHHBIHN MOJIb30BATEIH KPUIITOCPE/ICTB.

4.11. B OOBIYHBIX YCJIOBUSIX PEXUMHbBIE IIOMEIEHHs, HaXOMSIIHecs B HHUX OlleyaTaHHbIE
XpaHWINIA MOTYT OBITh BCKPBITBI TOJIBKO TIOJIb30BATEJIIMU KPUIITOCPEJCTB, OTBETCTBEHHBIM
MT0JIb30BaTEIEM KPUIITOCPE/ICTB MUJTA OTIEPATOPOM.

I[Ipu oOHapy:KeHWNM WPU3HAKOB, YKa3bIBAIOIIUX HAa BO3MOXKHOE HECAHKIIMOHUPOBAaHHOE
MMPOHUKHOBEHUE B 3TU IMOMEIIeH!s WJIN XPAHWIHIIA TOCTOPOHHUX JIUII, O CJIYYHUBIIEMCS JOJIKHO OBITH
HEMEJIJIEHHO COOO0IIEHO OTBETCTBEHHOMY IT0JIb30BATEI0 KPUIITOCPEACTB MM ollepaTtopy. ITpuObIBIITHI
OTBETCTBEHHBIN I10JIb30BATEIb KPUITOCPEJICTB JOJIKEH OIEHUTh BO3MOXKHOCTH KOMIIPOMETAITUH
XPaHAMIMNXCS KIIYEBBIX U JPYTUX TOKYMEHTOB, COCTaBUTD aKT U MPUHATH IPU HEOOXOUMOCTH MEPHI K
JIOKUIN3AIUA  TIOCJIEJICTBUA  KOMIIPOMETAIIMA  IEPCOHAJBbHBIX  JIAHHBIX W K  3aMeHe
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CKOMIIPOMETHUPOBAHHBIX KPUNITOKIIOYEH.

4.12. Pa3memeHre ¥ MOHT&)XX KDUITOCPEJCTB, a TakKKe JIpyroro o0OpyZOBaHUA,
(pyHKIIMOHUPYIOIIEro ¢ KPUIITOCPE/ICTBAMY, B PEKUMHBIX ITOMEIleHUAX JIOJDKHBI CBECTH K MUHUMYMY
BO3MOXKHOCTb HEKOHTPOJINPYEMOTO JIOCTYIa IIOCTOPOHHUX JIUI] K YKa3aHHBIM CpeJicTBaM. TexXHu4YecKoe
o0cTy’KBaHIE TAKOTO 000PYZOBAHUA U CMeHa KPUNITOKJIIOUEN OCYIIeCTBIISAIOTCSA B OTCYTCTBUE JIUII, He
JIOIIYIIIEHHBIX K paboTe ¢ JAHHBIMH KPUIITOCPEICTBAMH.

Ha BpeMs oTcyTCTBHA MOJIb30BaTeIell KPUIITOCPEACTB yKa3aHHOe 000pyAOBaHUE MPU HATIUYUU
TEXHUYECKOU BO3MOXKHOCTH JIOJIPKHO OBITh BBIKJIIOUEHO, OTKJIIOYEHO OT JIMHUM CBSA3U U yOpaHO B
omevyaTbIBaeMble XpAaHWIWINA. B IPOTHBHOM cCJiydae TII0 COTJIACOBAHUIO C OTBETCTBEHHBIM
MIOJIb30BaTeJIEM KPUIITOCPE/ICTB HEOOXOAUMO IPEeAyCMOTPETh OPTaHU3AIMOHHO-TEXHUYECKUE MEpBHI,
HCKJIIOYAIOIIHE BO3MOXKHOCTD HCIIOJIb30BAHUSA KPUIITOCPEICTB TIOCTOPOHHUMU JIUIIAMU.

EAvHBbIA riopTan -
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IIpunoxenue 1
OCHOBHBIE TEPMUWHBI 1 OITPEAEJIEHNA

BsiokupoBaHue IMepcoOHATBbHBIX JAHHBIX - BpEMEHHOe IIpeKpalleHue cOopa, CHUCTEMaTH3allvH,
HAKOIUIEHH, UCIIOJIb30BaHUA, PACIIPOCTPAHEHU s IEPCOHAJIPHBIX JIAHHBIX, B TOM YHCJIE UX ITEPEIauH.

Joctyn k uH(pOpPMAITUY - BO3MOKHOCTD OTy4eHUs HHGOPMAINU U €€ UCITOJIb30BaHMUA.

NudopmarnonHas cucreMa - COBOKYITHOCTh cofepiKalieiicss B 0asax JaHHBIX MH(OpMAIUU U
obecrieynBaIIMX ee 00paboTKy HHMOPMAIIMOHHBIX TEXHOJIOTHN U TEXHUYECKUX CPEJICTB.

NudopmaruoHHass cucTeMa TIEPCOHAIBHBIX JAaHHBIX - HWHGOPMAIMOHHAsA  CHUCTEMA,
MpeJicTaBIsgomas cob0l COBOKYITHOCTh ITEPCOHAIBHBIX JIAHHBIX, COZep:Kammuxcs B Oase JJaHHBIX, a
TakKyke WHOOPMAIIMOHHBIX TEXHOJOTHUH U TEXHHUYECKUX CPEJICTB, TO3BOJIAIONIUX OCYIIECTBIISATD
00pabOTKy TaKMUX IEPCOHAJIBHBIX JIAHHBIX C HCIOJb30BAaHHEM CPEACTB aBTOMATHU3aIllUM WIH 0e3
HICITOJIb30BAHUS TAaKUX CPEJICTB.

KonTposimpyemasi 30Ha - IMPOCTPAaHCTBO, B IIpezielaX KOTOPOTO OCYIIECTBJISIETCS KOHTPOJIb 3a
peObIBAHUEM U IEHCTBUSAMU JIUII U (MJIK) TPAHCIIOPTHBIX CPEJICTB.

lpaHulleli KOHTPOJIMPYEMON B30HBI MOKET OBITh: IEpUMETP OXpaHsAEMOH TEPPUTOPHUU
npeanpusaTus (YIpeskaeHus), orpaskaarolie KOHCTPYKIIUM OXPAaHSIEeMOro 37[aHHsA, OXPaHsIeMON YacTH
3/TaHMsA, BBIZIEJIEHHOTO ITIOMEIIE M.

KoHbuaeHIInaTbHOCTh MTEPCOHAIBHBIX JAHHBIX - 00s3aTesibHOE IS COOJIFOIEHUS OIEepPaTOPOM
WIN WUHBIM TOJIYYUBIIUM JIOCTYII K IIEPCOHAJIBHBIM JAaHHBIM JIUIIOM TpeOOBaHHE He JIOMyCKATh WX
pacmpocTtpaHeHusi 6e3 coryiacusi CyObeKTa MEePCOHAJIbHBIX JaHHBIX WIM HAJIMYUSA WHOTO 3aKOHHOTO
OCHOBAHUS.

Kpunrocpeacrso - mudpoBasibHOe (KpUITOrpaduyuecKoe) CpefCcTBO, IpeIHa3HAaUYeHHOe JJIst
3amuThl UHGOpMaUuK, He COAEepIKalllell CBEeAeHWU, COCTABJIAIINX TOCY[apCTBEHHYIO TaiiHy. B
YAaCTHOCTH, K KPHUIITOCPEACTBAM OTHOCATCS CPEACTBa KPUNTOrpadUUYECKOW B3alfuThl HHQPOPMAINU
(CK3MH) - mmdpoBanbHble (KpUnTorpad®uyecKrie) Cpe/icTBa 3alluThl MHQOPMAIIUKA C OTPaHHUYEHHBIM
JTOCTYIIOM, HE COJiep Kallledl CBeIEeHUH, COCTaBJIAIONUX TOCYAapPCTBEHHYIO TalHY.

Moyiesib HapyIIUTENA - MPEAIIOJIOKEHUs] O BO3MOXKHOCTSX HAPYIIHUTENS, KOTOPbIE OH MOKET
HCITOJIb30BATh /IS Pa3pab0TKU U IIPOBEIEHUs aTaK, a TaK»Ke 00 OrpaHUYEeHHUsX Ha 9TH BO3MOKHOCTH.

Mojiesnb yrpo3 - repedeHb BO3MOKHBIX YTPO3.

OOpaboTKa IEepCOHAJbHBIX JIAHHBIX - JeHdcTBUS (Omepanuu) C IEePCOHATbHBIMH JIAaHHBIMU,
BKJIIOYasi cOOp, CHUCTEMAaTH3AaIlUI0, HAKOIUIEHHWE, XpaHeHHe, yTouHeHHe (OOHOBJIEHUE, U3MeEHEHUE),
HCIIOJIb30BAaHUE, pachpocTpaHeHue (B TOM 4HciIe Iepenady), o0e3auuuBaHue, OJIOKMPOBAHHE,
YHUYTOKEHHE MIEPCOHAIBHBIX JaHHBIX.

OOmenoCcTyIHbIE TIEPCOHAIPHBIE JIAaHHBIE - MEPCOHAJIbHBIE JJAHHBIE, JIOCTYIl HEOrPaHUYEHHOTO
KpyTa JIUI] K KOTOPBIM IIPE0CTABJIEH C COIJIachs CyObeKTa IepCOHATbHBIX JAHHBIX WJIM HAa KOTOPHIE B
COOTBETCTBUH C (delepaTbHBIMH 3aKOHAMU HeE pachpocTpaHsieTcss TpeboBaHHE COOJIIO/IeHUs
KOH(DUJIEHIINATIBHOCTH.

OmnepaTop - TOCyAapCTBEHHBIA OpraH, MyHHIUIIAJIbLHBIA OpraH, IPUANYECKOe WIH (PU3UUECKOe
JINII0, OpTaHu3yiolue U (W) OCYIIECTBJAIOIINE 00pabOTKY IIepCOHAJBHBIX JAHHBIX, a TaKiKe
OIIpEIEJISTIONINE TIEJTH U COlepKaHre 00pabOTKH IMEPCOHAIBHBIX JaHHBIX.

[lepconanbHBlE AaHHBIE - JiI0Oas WHGOpPMAIMsA, OTHOCAIASCS K OIpPENeIeHHOMY WJIN
OIIpe/leyisieMOMY Ha OCHOBAaHMHU Takoul wHpopmaruu (pusudeckoMy Juily (CyOBEKTY MepCOHATbHBIX
JIAHHBIX), B TOM YHCJIe ero (aMUINsA, UMs, OTYECTBO, T'OJl, MeCAIl, JaTa U MECTO POXKIEHHs, aJipec,
ceMelHOe, COoIlhaJIbHOe, UMYIIeCTBEHHOEe IT0JIOKeHHe, oOpas3oBaHHe, MpodeccHs, AOXOMAbI, Apyras
uHdopmaus.

[Tosib30BaTENh - JIMIIO, YYaCTBYIOIIEE B SKCIUIyaTallMd KPHUIITOCPEJCTBA MJIM HCIOJIb3YIOIee
Ppe3yIbTaThl ero (PyHKIIMOHUPOBAHUS.

PacnpocTpaHeHre NepCOHAJBHBIX JIaHHBIX - JEWCTBUS, HaIpaBJIeHHble Ha Iepeaavy
MEPCOHAJIBHBIX JAaHHBIX OIIpeJIeJIEHHOMY KpyTy JuIl (Iepefada IEePCOHAJIbHBIX JAHHBIX) WA Ha
O3HAKOMJIEHHE C IIEPCOHAJbHBIMH JIAHHBIMU HEOTPAHUYEHHOTO Kpyra JIUIl, B TOM YHCJE
oOHaApo/0OBaHNE ITIEPCOHATBHBIX JIAHHBIX B CPEACTBAX MaccoBOW WH(OpMAINU, pa3MeIeHHe B
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MH(MOPMAIMOHHO-TEJIEKOMMYHHUKAIIUOHHBIX CeTAX WM IIpeJOCTaBJeHUe JIOCTyNa K IepCOHAIbHBIM
JAHHBIM KaKUM-JI00 HHBIM CTIOCOOOM.

PexxuMHBIe TOMellleHUs - IIOMeIlleHUs, I7/le YCTAHOBJIEHBl KPHUIITOCPEJCTBA WJIM XPaHATCA
KJII0UeBble JIOKYMEHTBI K HUM.

CpenctBo 3amuThl MHPOPMANNHU - TEXHUYECKOE, IIPOTPAMMHOE CPEZICTBO, BEIECTBO U (MJIH)
MaTepuasl, IpeiHa3HauYeHHble WIN UCI0JIb3yeMBble JUIA 3aIUThl HHPOpMaIuH.

[ITudpoBanbHbIe (KpunTorpaduyeckrie) CpecTBa - KPUITOCPEACTBA:

a) cpencrBa mupPOBAHUA - allllapaTHbIE, IPOTPAMMHBIE U alllIapaTHO-IIPOTPAMMHBIE CPEJICTBA,
CHUCTEMBI ¥ KOMIUIEKCHI, peaJIN3yIolie aJrOPUTMbl KPUNTOTPAaUYECKOTO IPeoOpa3oBaHUA
nHbOpMAIUK U TpeAHA3HAYEHHbIE I 3alIUThl MHGOPMAIUU IIPU Iepejilade MO KaHaJaM CBA3U U
(wm) Uit 3amUTH THGOPMAITUMHU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA IIPHU ee 00pab0TKe U XpaHEHUH;

6) cpezcTBa UMUTO3AIIUTHI - AlllIapaTHBIE, IPOTPAMMHBIE U ANIIIAPATHO-IIPOTPAMMHBIE CPEJICTBA,
CHUCTeMBl ¥ KOMIUIEKCHI, pEUIN3YIOIINe aJrOPUTMbl KPHUITOrpad®uIecKkoro IpeoOpa3oBaHUA
nHbOpPMAIU U ITpe/Ha3HaAUeHHbIe /I 3al[UTHI OT HaBA3bIBAHUA JIO)KHOU NH(MOpMAIUH;

B) CpE€ICTBAa 3JIEKTPOHHON IM(POBON MOJMKUCU - alllapaTHbIE, MPOTPAMMHBIE M amnapaTHO-
[IpOrpaMMHbBIE CpeCTBa, obOecrmevynBapIUe Ha OCHOBE KpUNTOrpadUYecKux IIpeoOpa3oBaHUN
peanu3anuio XoTs ObI OAHOU U3 CIIeAYIONMUX MYHKIIUHA: CO3aHNe JIEKTPOHHOU 1Tu¢POBOU MOIIUCH C
HCIIOJIb30BAHUEM 3aKpBITOTO KJII0Ya BJIEKTPOHHOM IUGPOBON MOANNCH, TOATBEPKIEHHE C
HCIIOJIb30BAHUEM OTKPBITOTO KJII0Ya 3JIEKTPOHHOU IU(MPOBOU MOAIUCH HOJJUHHOCTU 3JIEKTPOHHOU
U@ POBOM MOAIINUCH, CO3JaHHE 3aKPBITHIX U OTKPBITHIX KIIIOUEl 3JIeKTPOHHOU U(POBOU MOAIINCH;

I) CpeacTBa KOJIUPOBAHUSA - CPEACTBA, PEAIHIYIONIHE aJTOPUTMBI KPHUITOTPAdUIECKOTO
npeobpa3oBaHus WHGOPMAIINH C BBIIIOJTHEHUEM YAaCTH IPE0OPa30BaHUA ITyTEM PYYHBIX OMEPAU WIH
C UCIIOJIb30BAHUEM aBTOMATU3UPOBAHHBIX CPEJICTB HA OCHOBE TAKUX ONepanui;

J1) CpeACTBA M3TOTOBJIEHUS KJIIOUEBBIX JOKYMEHTOB (HE3aBHCHMO OT BHUA HOCUTEJIS KJIIOUEBOU
WHOpPMAIUHN);

€) KJIIOU€eBBIe JJOKYMEHTHI (HE3aBUCHMO OT BH/Ia HOCHUTEJIS KII0UEBOU NHPOPMAIUH).
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THUIIOBAA ®OPMA

KypHaJia IIO3K3EMIVIAPDHOIO y4€Ta KpUIITOCPEACTB,
BKCH]IyaTaHPIOHHOfI U TEXHUYECKOH AOKyMEHTaluunu
K HUM, KJIIOYEBBIX JJOKYMEHTOB

matiHy, 8 cayuae uUx UCN0Ab308aHUA 013 obecneveHus 6e30NacHOCMU NePCOHANbHBIX 0aHHBIX NPU UX obpabomke 8

[Ipusnoxkenue 2

No HaumenoBanue |PeruncrpanyioHHBI Homepa OtMmeTKa 0O OtMmeTKa 0O
n/m| kpunrocpenacrtsa | e Homepa CK3U, | sx3eMILIsIpOB MOJIy4YeHU U BBIJIaYe
SKCIUTyaTallMOHHOH M [9KCIUTyaTallMOHHO| (Kpunrorpadu
TEeXHUYECKOH 1 ¥ TEXHUYECKOU yecKkue Or xoro Haran ®.11.0. | Naranu
JIOKYMEHTAITHE K | IOKYMEHTATIHE K HOMepa) MOJIy4eHBI [ HOMep |IOJIb30Ba|paclucKa
HUM, KJTIOUEBBIX HUM, HOMepa KJIIOUEeBBIX COTIPOBOAM|  TEJIA B
JIOKYMEHTOB cepuil KJII0YEBBIX [ TOKyMEHTOB TEJIBHOTO |KPHITTOCP) IOy €H
JIOKYMEHTOB m1chMa €7ICTB U
1 2 3 4 5 6 7 8
OtmeTtka 06 uzbsatuu CK3U u3
OtmeTtka o nojsiktoueHnu (yecranoske) CK3U anmapaTHbIX CPEJICTB, YHUUTOXKEHUU
KJIIOUEBBIX JOKYMEHTOB
Tara Homepa
®.1.0. anmnapaTHbIX ®.1.0. Homep  [[Tpumeu
MOAKIIOUEeHU
M0JIb30BaTENIA Cpe/ICTB, B Jlata | mosip3oBaTesid | akTa WM | gype
(ycTaHOBKM) B
KPHUIITOCPECTB, B — KOTOpBIE U3BATUA CK3U, pacnucka
MPOU3BOIUBIIErO | §H3Be m;}; YCTAHOBJIEHBI WU | (YHUYTO [ITPOU3BO/IUBIIIET] 00
MOAKJIIOUEeHUe P & K KOTOPBIM JKEHUS) 0 U3BATHE | yHUUTONKE
MOAKJIIOUEeHUe
(ycTaHOBKY) (YCTaHOBKY) MTOKJTIOYEHbBI (YyHUYTOKEHME) HUU
y Ky KPUIITOCPE/ICTBA
9 10 11 12 13 14 15
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THUIIOBAA ®OPMA

TEXHUYECKOTo (anmapaTHoro) JKypHaia

IIpunoxkenue 3

OrmeTka 00
Hcnosb3yeMble KPUIITOKIIOUH VHUYTOKEHUU
THII 1 (cTupanumn)
erucTpa
p Pan| 3 mucw mo C oy Howmep
HOHHbIE €PUIHBIH,
No HOMEDA obcTyKuBa e pa3oBoro Mome
~ | Tata P HUIO y KJIIOYEBOTO [Moamucs | P
mn/m HCIIOJIb3Ye T AYECKUU aHme
KPHUIITOCpE W1 HOMEp 1 HOCHUTEJIA WIN T0JIb30Ba
MBIX JICTB KJIIOUEBOTO 30HBI Jarta TeJs
KPHUIITOCPE HOMED
JIOKYMEHTa KPUIITOCPE/ICTB, KPHUIITOCP
JICTB K3eMIUIApal ™ KOTODYIO p—
KJIIOYEBOTO
BBE/I€HbI
JIOKYMEHTAa
KPUMITOKJTIOYH
1 2 3 4 5 6 7 8 9 10
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